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DEVELOPMENT OF THE CONTRIBUTION
_________________________________________________________________________

1 Introduction

1.1 Background
The method was developed as a tool to ensure the Swedish Rail Administration risk management for the ERTMS (European Railway Traffic Management Systems ).  
ERTMS will be introduced in Europe on certain parts of the railway net.  New safety systems will be introduced in areas in which the earlier model of safety system will also remain in the foreseeable future. This creates a complex mixture of old and new systems. The work will be performed in several projects. Many company or operations, both national and international, will be affected. The company or operations who are affected by the ERTMS must have a systematic way of working in order to handle railway safety matters in the introduction and use of the ERTMS. The need therefore arises for analysing risks at several levels at one company or operations and at different stages in time.
1.2 Theoretical background on system safety

1.2.1 Railway safety in a system perspective – role of the human and the organisation
A fundamental condition for understanding how accidents and damage may occur is the viewpoint that various circumstances at one company or operations or circumstances between several companies or operations interact in a system. A company or operations designs an organisation with the aim of achieving certain objectives. What affects how the organisation is designed are considerations that the company or operations takes in the endeavour to perform the necessary work tasks in an effective manner for achieving the objectives set up.

This means that requirements and prerequisites at national level, e.g. in the form of legislation and supervision, are converted at the company or operations in the form of safety management system and safety culture, together with the business mission and objectives of the company or operations. The company or operations devises the workplace and work tasks on the basis of these conditions. The person or team who carries out the work shall handle the requirements that the work task and organisation make on the basis of his/her qualifications, e.g. knowledge and experience. See the illustration in Figure 1.

Operations with high safety requirements, such as rail traffic, also include built-in safety systems, i.e. barriers that protect against individual faults and mistakes that could lead to accidents. An example of such a barrier in the train operating system is the Automatic Train Protection (ATP) system that normally comes into operation and automatically brakes the train if the driver fails to brake at a stop signal or a speed reduction sign. These circumstances interact and, in extension, affect the railway safety level.
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Figure 1
Illustration of the various levels in the operations that need to be subjected to risk analysis. Illustration adapted from Reason (1997) [1].
1.2.2 What characterises a good organisation in which high demands are made on safety?

An effective organisation is characterised by the company or operations identifying important matters that are relevant to railway safety. This means that the company or operations must have a way of working or processes that systematically support the identification of important safety matters. This also means that the company or operations must have the right components in the management process and employs them with the right level of ambition.
In a complex environment, several companies or operations may be included in the process of managing important safety issues with indirect or direct influence on railway safety. It is therefore particularly important how safety issues affecting railway safety are dealt with in the interfaces between companies or operations, since this may be of decisive importance to railway safety.

In summary, this means that an effective organisation with regard to railway safety is characterised by the company or operations identifying the right safety issues, but also that the company or operations handles the safety issues correctly. If several company or operations are involved, a safety issue must be handled correctly from a holistic perspective. 

1.3 Purpose and general structure of the method

The purpose was to develop a tool to identify and assess organisational factors to ensure railway safety management in technical and organisational changes. Further more to develop a structured approach to meet requirements on safety and quality management.

Therefore this method was designed to identify hazards at relevant interfaces in the organisational risk analysis. Every hazard found shall be documented and valued, existing barriers for handling hazards shall be identified and assessed, and so shall the need for any additional risk management. 
The work is focused on identifying hazards and describing the barriers that are available for dealing with these hazards. The reasons for the hazard, its consequences and how often it can be expected to occur are described and assessed in generalised form. The proposed barriers for organisations that deal with safety matters and the barriers available in today’s system are assessed. If existing barriers are considered to be insufficient, new barriers will be proposed and the hazard will be handed over to another party that can continue working on it. 

1.4 Concepts and definitions

Concept

Explanation

Direct safety issue 

support for the user, which is used directly in the work task and which directly affects railway safety, e.g. railway safety rules, instruction books

Focus area

area that must especially be taken into account in order for safety issues to be handled in the right way

Indirect safety issue

requirements and activities that provide the conditions for the user to perform his/her work tasks that have an indirect effect on railway safety, e.g. requirements in TSD, training

Organisation 

make-up of the hierarchy and distribution of work tasks and work processes at the company or operations for controlling the operations in order to achieve the objectives of the operations and solve the tasks of the company or operations
Systematic way of 
the company or operations has a number of process stages that must be      working 
performed in order to achieve an adequate standard of safety and 
quality

2 Method description - organisational risk 
analysis
2.1 Two main parts of the methods - four main activities
The method consists of two main parts, which are the following:

· Evaluation of how companies and organisations handle their company-relates safety management activities.

· Evaluation of safety management activities which concerns the interaction between several companies and organisations. 

The first main part includes three main activities designed to lead to the following results:

· to identify the right safety issues, both indirect and direct, performed by the risk analysis team
· to assess whether each company or operations identifies the right safety issues
· to assess whether each company or operations handles the safety issues correctly
The second main part includes one main activity designed to lead to the following results: 

· to assess whether the safety issues are handled from a holistic viewpoint if several company or operations are involved

2.1.1 Activity 1 – Identify the right safety issues
Activity 1 of the method is a tool that shall lead to the risk analysis team identifying the right safety issues within the scope of the risk analysis. 

Right safety issues are of two types, i.e. those that have a direct effect on the user and those that have an indirect effect. Direct safety issues are, for example, rule books that the user uses in his/her daily work. Indirect safety issues are, for example, training programs, technical requirement management or interoperability matters. The risk analysis team identifies as many right safety issues as possible. 

To identify indirect safety issues a small working group of experts draws up a list of indirect safety issues, based on their experience and knowledge. To identify direct safety issues task analyses are carried out for relevant user groups. 
2.1.2 Activity 2 – Assess whether the company or operations have identified the right safety issues
Activity 2 of the method is a tool that shall lead to the risk analysis team assessing whether the company or operations have identified the right safety issues within the scope of the risk analysis.

It is very difficult to measure the actual results of how a company or operations has identified the safety issues, i.e. whether all right safety issues have been identified. This method is therefore focused on evaluating the process and its components in order to assess whether the company or operations has probably identified the right safety issues instead of examining the results of the identification.

Activity 2 therefore involves checking that the relevant company or operations have a systematic way of working in order to identify safety issues that should be handled, and that they have knowledge of the dependences/interfaces to other company or operations.

What the right safety issues are depends on the task assigned to the company or operations, what requirements are made on the operations and any restriction that may be applicable to the company or operations/work tasks. 

In order to achieve an acceptable process for identifying safety issues, the company or operations should have a systematic way of working for identifying the right safety issues. A systematic way of working means that the company or operations must have a number of process stages for identifying the right safety issues and these must be handled to a sufficiently high standard of safety and quality. An assessment of whether the company or operations has identified the right safety issues takes place by analysing whether the company or operations has a process for a systematic way of working. 

At least the following must be included:
Identify

This means that the company or operations must work in a systematic way for scanning the surrounding world and the internal organisation with the aim of identifying possible safety issues in order to find out the questions that are needed inside the organisation. This is analogous to collecting conceivable safety issues in a coarse-mesh net. The result of this stage is a list of all possible right safety issues. A first selection shall then be made of matters for preparation.

The end result of this stage in the decision process is a list of possible right safety issues that are to be prepared.

Prepare

This means that the company or operations shall collect more information in a systematic manner concerning identified possible safety issues. In addition, information shall be produced to enable an assessment to be made whether the safety issue has relevance for the company or operations’ own operations. The result is decision information with a proposal for the right safety issues.

Decide 

This means that a clear decision forum shall be available to which prepared safety issues shall be submitted, and that criteria shall be available for who may decide whether or not the prepared matters are a right safety issue. The result is a list of right safety issues with the associated inputs to the focus areas (see activity 3). This is analogous collecting right safety issues in a fine-mesh net.

Execute

This involves ensuring that the identified right safety issue is handed over to someone who ensures that it will be included in the handling process. The safety issue must have pertinence to the various focus areas, e.g. that the safety issue must have a person responsible, resources, etc.
Feedback  

This means that feedback takes place to the deciding unit to show that the matter is in the handling process and that it has pertinence in the various focus areas. 

The above assessment may produce the following results:

· If the company or operations is considered to have shortcomings in the systematic way of working, this results in formulated hazards.

· Safety issues identified by the company or operations, which are missing in the list from activity 1, are added.

2.1.3 Activity 3 – Assess whether the company or operations have handled the safety issues correctly
Activity 3 of the method is a tool that should lead to assessing whether the company or operations have handled the safety issues correctly within the scope of the risk analysis.

Handling the safety issues correctly involves dealing with every safety issue to a sufficient level of quality, within the framework of the safety management system. An assessment of whether the company or operations has handled a safety issue correctly takes place by quality assessment of how the safety issue has been handled for five focus areas. 

The focus area for achieving effective/correct handling of safety issues, where safety risks are minimised, are as follows:

1. Control structures and responsibilities

This means that good systems shall be available for control, distribution of responsibilities and associated support for correct work tasks and, in certain cases, also personnel groups that work on corresponding work tasks at the company or operations involved. This involves having a good way of controlling the safety-related activities.

Example

There shall be a clear distribution of responsibilities among different companies or operations.

2. Information flow and communication structures 

This means that there shall be formal routines for transferring information to the correct interested parties, and that these routines perform satisfactorily, e.g. information on how changes in the system as regards technology and rules are communicated to the various companies or operations. This means that information should be communicated to the right interested parties.

Example

The company or operations shall ensure that safety relevant information is managed and distributed to the right interested parties.

3. Balance between resources and requirements in the organisations

This means that resources shall be allocated in sufficient quantities to ensure that the right work tasks can be performed.

Example

Personnel resources shall be identified at the company or operations for dealing with each safety issue.  

4. Competence 

This means that training shall be available at a company or operations and that it has the correct content in relation to the work tasks that need to be performed. Follow-up is also included here.

Example 

The company or operations shall analyse the training needs for the context concerned.
5. Culture and implementation

This means that the company or operations shall have a strategy for how new safety issues shall be presented to the employees involved.
Example

The company or operations shall have a strategy for how differences between the old and new systems shall be communicated and converted into actual work practices of the end users.

The above assessment can produce the following results:

· If the company or operations is considered to have shortcomings in the handling of focus areas, this results in formulated hazards.

2.1.4 Activity 4 – Identify the right safety issues from the holistic aspect

Activity 4 of the method is a tool that will lead to the risk analysis team assessing whether the companies or operations as a whole has identified the right safety issues within the scope of the risk analysis.

It is very difficult to measure the actual results of identification in the companies or operations, i.e. whether all right safety issues have been identified. The method is therefore focused on assessing the process and its components, so that the company or operations together have identified the right safety issues from a holistic viewpoint, instead of assessing the results of the identification.

Activity 4 therefore involves checking that the companies or operations as a whole has a systematic way of working for identifying the safety issues that should be dealt with and that they have knowledge of the dependences/interfaces between company or operations.

In order to achieve an acceptable process for identifying safety issues, the companies or operations should have a systematic way of working for identifying the right safety issues from a holistic viewpoint. A systematic way of working means that the companies or operations as a whole must have a number of process stages for identifying the right safety issues and that these must be managed to a sufficiently good standard of safety and quality.

At least the following must be included:

Identify

It is assumed here that all company or operations in the companies or operations have identified possible right safety issues. The collective list of possible right safety issues is assumed to contain all right safety issues that are relevant to the companies or operations. The risk analysis team will not analyse this list in activity 4. Instead an analysis will be made of whether a coordinator is available for selected right safety issues.
Prepare

It is assumed here that all company or operations have a systematic way of collecting more information on identified possible safety issues. The risk analysis team will not analyse whether the company or operations have a systematic way of working. Instead an analysis will be made of whether the company or operations has a coordinator and whether there is a basis for showing the way in which safety issues have relevance to the companies or operations, e.g. a common requirement analysis.

Decide

This means that the companies or operations shall identify the decision forums to which the prepared safety issues affected by several company or operations shall be submitted and that there are criteria for who may decide whether or not the prepared safety issues are a right safety issue from the holistic viewpoint. The result is a list of right safety issues with the associated input to focus areas that are common to the companies or operations. Note that the focus areas are considered from a holistic viewpoint.

Execute 

This means ensuring that the identified right safety issues are handed over to one or more recipients in the companies or operations who ensure that they are included in the handling process. The safety issue must have pertinence in the various focus areas from a holistic viewpoint, e.g. that the safety issue must have a person responsible, resources, etc. Some company or operations has been identified as coordinator.

Feedback 

This means that feedback takes place to the deciding unit to show that the matter is in the handling process and that it has pertinence in the various focus areas. All parts are considered from the holistic viewpoint.

The above assessment produces the following result:

· If the companies or operations are considered to have shortcomings in the systematic way of working, this results in formulated hazards.

3 Discussion

The paper has presented a method of analysing organisational risks in complex environments, where the interaction between Man, Technology and Organisations is crucial to achieve high level of safety.
The method is independent of technical systems, organisations and user groups and can therefore be used in any organisational risk analysis. The method can also be used to assess safety management in a change process.
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