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Introduction 

Of various surface transports, Railways provide the safest mode because Trains run on fixed and guided tracks, where no overtaking by infringing traffic is possible.  Moreover Trains move only after getting Movement Authority via Signals. The main objective of issuing Movement Authority to a Train is to generate confidence to the Driver that his path in advance is free from any obstruction. For this, various conditions in the Route of a Train are monitored and an interlocked relationship is to be fulfilled between them, before Movement Authority can be given. The public expects a much higher degree of safety in Railways in comparison with Road Transports, as is evidenced by the outcry in the event of even a single railway accident. Thus, Railways have to follow a sincere Safety Management Policy throughout the Signalling Equipment Life-cycle. 

This paper describes the basic features of Railway Signalling Equipment and then elaborates on RAMS Strategy, Use of Electronics in Railway Signalling, Software Development Stages and Safety Assurance. Finally it briefly describes the action taken by Indian Railways in this domain.

Railway Signalling Equipment

 Railway Signaling equipment can basically be defined as a State Machine. Normally, the section in advance of a signal remains in unoccupied condition. As soon as the first wheel of a train enters the section, it must change the status of the section as occupied and this must continue, irrespective of how many wheels enter the section. When the full train goes out of the section protected by the signal in rear, the section goes back to unoccupied. The diagram below explains the State machine.
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Traditionally, Railway Engineers try to have an absolute safe system and naturally Signal engineers feel their responsibility to provide safe movement authority to the Trains. But absolute safety is impossible to achieve. So, the next best approach of Fail–safe concept has been adopted. It ensures that in the case of any Failure, the System must go to a more Restrictive Condition and can be brought back to Operation only by Rectification or by Smart Reset by Authorised person. 

The Movement Authority can only be given if the Route ahead, including the Overlap, is free of any Obstacle, the Set Route is Locked and no Conflicting Movement is possible in the Route. All these conditions are monitored and Interlocked. Interlocking system may fail due to failure of any component used to monitor the Track-section conditions. A System can fail due to reasons External to the system or System Failure itself. There are two aspects of system failure that are highly pertinent -- it may fail through avoidable error (operator failure; poor management; or design fault) or there may be the failure to introduce a system. 

The failures can be of two types:

· Safe Failures --- where the track-section is considered occupied, though there is no Train. This is called Safe because there would not be any chance of Accident.

· Unsafe Failures --- where the Track-section is considered free, though there is a Train present in the section. This may cause an Accident.

This leads to the necessity to identify any unsafe failure and adopt preventive action against its occurrence during design as well as maintenance processes. Safe systems must be free of Unacceptable Risks. In addition to satisfying Safety, the Equipment must also satisfy Dependability Parameters like Reliability, Availability and Maintainability. 

RAMS Strategy

We must be confident before accepting any Signalling Equipment, that it is Dependable i.e., it has features to justify placing our reliance on it. Combinations of various approaches – Fault Avoidance, Fault Tolerance, Fault Removal and Fault Forecasting are applied to achieve System Dependability. Functional Performance and Dependability Requirements (commonly referred to as RAMS, an Acronym for Reliability, Availability, Maintainability, and Safety) have traditionally evolved from national legislations and standards. More recently great efforts have been made towards developing a set of common European Standards, known as CENELEC Standards. 

The CENELEC Standards assume that safety relies both on adequate measures to prevent or tolerate faults (as safeguards against Systematic Faults) and on adequate means to control Random Faults. Measures against both causes of failure should be balanced in order to achieve an optimum safety performance of the system. To achieve this the concept of Safety Integrity Level (SIL) is used. 

A SIL can be assigned to any safety relevant function or system or sub-system or component by considering the Risks associated with it.  Risk is a combination of the probability of occurrence and severity of Harm.  The Risks can be classified as Intolerable, Tolerable and Negligible. The Tolerable Risks can be accepted with certain restrictions and are covered by a concept called ALARP (As Low As Reasonably Practicable). 

The confidence that ALARP principle is adhered to is possible only if 

· No Intolerable risks are present in the system

· All Tolerable risks have been reduced ALARP

· Risk associated with all remaining Hazards is negligible.

A situation which may lead to Accident is termed Hazard and a threshold called Hazard Rate (in the form of a Probability per Time unit) is set for hazardous events that might occur, caused by malfunction or failure of the Function / System / Subsystem / Component. For systems working continuously or in high demand mode, the required SIL is directly related to the Frequency Target associated to the reference Hazard. The Dangerous Failure rate of the safety function shall not exceed the Safety Target.
Having obtained the Rate of Dangerous Failures and the Tolerable Hazard Rate, a Safety Integrity Level (SIL) is defined according to the following table:

	Rate of dangerous         failures / hour.                                 
	Tolerable Hazard Rate               (THR)  / hour / function.               
	Safety Integrity Level

	< 10 -10
	10 -9 ≤ THR < 10 -8
	4

	≥ 10 -10 to  < 0.3 X 10 -8
	10 -8 ≤ THR < 10 -7
	3

	≥ 0.3 X10 -8 to <10 -7
	10 -7 ≤ THR < 10 -6
	2

	≥ 10 -7 to 0.3 X 10 -5
	10 -6 ≤ THR < 10 -5
	1


Identification of the Required Level of Safety is based on the Hazard Identification (comprehensive identification of the hazards associated with the system, identification of the safeguards and protection features, identification of the consequences of the hazards) and Risk Analysis (analysis of the consequence severity, analysis of the occurrence frequency, analysis of the level of risk from the severity and frequency). Following the SIL apportionment to safety related functions, the systems / sub-systems / components devoted to the function implementation are identified. All Railway Interlocking Equipment fall in SIL 4 Category.
Safety Integrity can be viewed as a combination of Quantifiable (associated with Random failures) and Non-quantifiable (associated with Systematic Failures) elements. The principles of Risk Assessment, therefore, need both qualitative as well as the quantitative approaches. The qualitative risk assessment process broadly relies on expert judgement and past experience while the approach and methodologies of the quantitative process are stricter and quantifies the nature of significant risks. RAMS Assessment shall follow CENELEC Standard 50126.
A systematic framework for Risk Identification, Analysis and Assessment must be chosen to cover

· Hazard Identification and Ranking –It involves systematic analysis of the System to determine probable hazardous conditions and rank them as per their significance. This identifies those areas where risk mitigation effort should be focused. 
· · Causal Analysis – A diagrammatic representation of the Causes along with an estimation of the likelihood of the occurrence of each Hazard. 
· Consequence Analysis - A diagrammatic representation of the Consequences of each Hazard.

Loss Analysis - Estimation of the magnitude of a range of losses (i.e. harm to people, damage to the environment or commercial detriment) as a Consequence of each Hazard.

Options Analysis - Determination of Mitigation measures and assessment of their implementation costs.
Impact Analysis - Assessment of the net benefits associated with implementation of each mitigation measure. The impact of each measure is assessed in terms of reductions in safety and environmental as well as commercial losses.  
Hazard lists should be based around equipment items, each of which will have potential hazard. Each potential hazard is analysed to see if there is a REAL hazard. It is usual that large numbers of potential hazards are eliminated, thereby reducing the amount of detailed SIL assessment needed.

It is also to be considered that the Probability of Failure is a Time-dependant function. One year consumes 8760 hours and Reliability after 5 Years of use will be significantly less than that at the Installation Time. The following Table shows how Reliability of a 2oo3 System is affected by Time. It shows that the System should have a very high Initial Reliability value.
	Constant Failure     Rate / Hr
	Reliability reduced to

	
	After 1 Year
	After 2Years
	After 3 Years
	After 4 Years
	After 5Years

	3 X 10 -7
	99.9979 %
	99.9917 %
	99.9829 %
	99.9674 %
	99.929 %

	3 X 10 - 8
	99.999979 %
	99.999918 %
	99.999628 %
	99.99917 %
	99.999945 %


Again any equipment needs Proactive Maintenance, during which it would not be Available to serve. 

The System Life-cycle for a Modern Signalling Equipment has various Phases and safety Management is essential through every Phase.

· System Concept

· System Definition & Application Conditions

· Risk Analysis

· System Requirement Specification

· Design and Implementation

· Manufacture

· Installation

· System validation

· System Acceptance

· Operation and Maintenance

· Performance Monitoring

· Modifications and Retrofit
Use of Electronics in Railway Signalling

In earlier days, Railway Signalling was based on mechanical or Electro-mechanical Systems, which had some inherent fail-safety. But, with the introduction of Electronic Signalling Equipment brought the situation, where the components themselves are not fail-safe. So, a detailed Failure Mode Effect and Criticality Analysis (FMECA) become a mandatory process during development of the System. This problem became more complex when Programmable Electronic Components like Microprocessor, Micro controller, FPGA and CPLDs came into use. Here both hardware as well as Software Faults must be considered.

Due to the Risks involved with Programmable Electronics based Signalling Equipment, a thorough System analysis using Formal mathematical Modelling has become necessary. Markov Chain and Stochastic Petri Net Models are extensively used for this. Of late, Bayesian Belief Networks and Goal Structure Networking Models can also be used. 

Both Safe as well as Unsafe failures can be Detected or Undetected. Probability of failure is given by 

                 λ SYS =  λ SAFE + λ UNSAFE
                              =  (λsd + λsu) + (λud + λuu) λ

A System must have Built–in Diagnostics and a new parameter Coverage (the probability that a Failure will be detected, if it occurs) comes in. Because it is used in Safety Critical applications, System should basically be designed Fault-Tolerant. Fault tolerance relies on Redundancy, which tends to be complex, application specific and dedicated and relies on the use of high quality and sometimes custom designed components, thereby being expensive. To find a cost efficient solution we would prefer to use standard components of commercial quality. 

All Field Inputs and Outputs must be isolated from the Logic Solver portion by Opto Isolators. To reduce the Probability of Unsafe Failures, both Input and its Complement conditions e.g. operated and released conditions of a Relay, must be simultaneously analysed as they must Fail in opposite nature. If λUNSAFE  of an Opto Coupler is 4 X 10 – 8,  then the new value will be 16 X 10 – 16 .  Logic Solver shall give Output only by Transition to prevent Stuck-at Faults and all Outputs must be read back. Any mismatch must disable the Power Supply to the Vital Output circuits.   
When Redundant Systems are used, we are also to consider Probability of Common Cause Failure. Redundant units must be physically separated to reduce any chance of Common Stress. Better mitigation is possible, if Diverse units can be used for Redundant Configuration. A common idea in Hardware Diversity is to use a combination of a Relay and an Electronic Component in Series, for the Vital Outputs. While the Relay guards against EMI and ESD effects and Surges, the Electronic Component prevents effects from Vibration, Corrosion, Humidity etc.

Any Programmable Electronic Based Interlocking Equipment comprises Digital Input and Output Circuits, Analog Sensors and Outputs, Logic solver and Power Supply. Naturally the failure Rate will be dependent upon the Number of Circuits and their Individual Failure Rates in FITS (Failure / 109 Hours). Once the components of the safety system and the architecture are clearly understood then the fail to danger rates for each sub-system must be determined.

 Use of FPGA and CPLDs reduce the Failure Rater due to reduced Components. Several Redundant Hardware Architectures are available. Choice is based on Safety and Availability Targets. For any Equipment, Probability of Safe Failure (λS) and Probability of Failure on Demand (λFD) are calculated. Studies show that 2oo3 Architecture, where System is available even one Unit out of Three Redundant Units fails, gives best Mean Time Between Failures. Safety Related Electronic System shall follow CENELEC Standard 50129.
After construction of hardware, elaborate Test by Fault Injection is needed for each Discrete Components.  

Software used in Railway Signalling 

As in the case of Hardware, Commercially Off The Shelf (COTS) Software is preferable. The required SIL shall be decided on the basis of Risk Level associated with the use the Software. The Software shall be developed as per the guidelines prescribed in CENELEC Standard 50128. Software Life-cycle stages are:

· Software Requirement Specification

· Software Design 

· Software Coding

· Software Verification & Validation

· Software –Hardware Integration

· Software Assessment

· Software Maintenance
Each of these stages must be fully documented and simultaneously Verification and Validation tasks must be performed. All activities shall also define the Test Plan for the stage. Test Plans shall define Tests to be conducted along with Test Criteria and document Test cases along with Test Data, CENELEC Standard also states that the Verifier and Validator can be the same person for SIL 4 Equipment but he / she cannot be the Designer or Implementer and shall not report through any Project Manager.  

Validation Test Classes and Validation Test Cases are developed by the Validator for Analysis and Test of Software and get satisfied that the Currently valid Requirement Specifications are fulfilled. The Validation Test Classes divide the system into independent testable units, comprising physical elements or Interlocking functions. The Validation Test Cases must cover the defined Test Classes adequately and completely.  Once the validation tasks have been finished, a Validation Report is written to document the Validation results. The Validation Report contains a definition of the object to be validated and lists the test equipment and configurations used plus all validation activities performed with Traceability particulars. This report is delivered to the Safety Assessor, who performs a general review of the validation.
Any COTS Software language needs a proven Coding Standard or Guideline. Coding Standards mainly address the style of coding but it should also involve the functionality captured in the traceable requirements specification developed through the design levels. IEEE has elaborate Standard for every Stage of Software Development Life-cycle. Ultimate responsibility for the safety is with the hardware and the machine code. Quality of the Machine Code is essential for programmable electronic systems in safety related applications. Most efficient approach will be to run Static Machine Code Analysis in addition to Functional and Structure based testing and evaluate the analysis results by inspection.
For applications used in safety-related environment, different programs (for Vital and Non-vital areas as well as Diagnostics) are essential. So, a Structured Programming style must be found for developing safety-relevant software. A structured programming alone cannot help controlling the increasing program complexity. This and the fact that simultaneously several programmers must work on the safety-related program are the reasons for the Software Modularization. Coupling and Interfacing of the modules must be done with much care.

As in the case of hardware, White Box Test is necessary for Software as well. Basic strategies shall cover

· Statement Coverage

· Decision Coverage

· Path Coverage

· Condition Coverage for both Operand and Operator

· Boolean Operand Effectiveness Coverage.

Both Static and Dynamic Tests are to be performed and manufacturer must provide a Verification and Validation Certificate along with all Test Reports.

Generally, Module tests, System Integration tests and System Validation tests are performed in different phases during the system development. Module tests assess small, clear hardware and / or software functions. Faults detected at this level are often easy to locate and repair System integration tests investigate the characteristics of a group of modules and their interactions. Faults detected in this phase are probably more difficult. 

Safety Assurance

As per CENELEC Standard 50129, a mandatory requirement to Railway Signalling Equipment is the preparation of a documented Evidence that provides a convincing and valid argument that the System is adequately safe for a given application in a given Environment. This document is known as the Safety Case and contains:

· Deterministic, Probabilistic or Qualitative Claim about a property of the System or Subsystem.

· Evidence, which is used in the basis of safety argument and contains Facts, Assumptions or Sub-claims, derived from lower level sub-argument.

· Argument linking the Evidence to the Claim.

Safety Case is broken down into Claims about various attributes for various Sub-systems and include—Reliability and Availability, Usability for the Operator, Security from external attacks, fail-safety, Functional Correctness, Accuracy, Time Response, Robustness to Overload, Maintainability, Modifiability etc. Safety Case shall have six parts – 

· Definition of the System / Sub-system, 

· Quality Management Report, 

· Safety Management Report, 

· Technical safety Report, 

· Related Safety cases and 

· Conclusion.

The Quality Management minimizes Incidence of Human Errors at each stage of the Life cycle. The QM Report shall contain Organisation Structure, Quality Plans and Procedures, Design Control, Design Verification and Review, Application Engineering, Manufacture and Procurement Procedures, Product Identification and Traceability, Handling and storage procedures, Inspection and Testing, Installation Procedures, Operation and Maintenance Procedures, Quality Monitoring and Feedback and Documentation and Record Procedures.

Safety Management Team draws a Safety Plan to identify Safety Management Structure, safety-related activities and Safety Approval milestones. A Hazard Log shall be created and maintained throughout the Life-cycle and shall include a List of Identified Hazards together with risk Classification and Risk Control information for each Hazard.  Safety Plan shall include plans for verifying that each Phase of Life-cycle satisfies the specific safety Requirements, identified in the previous Phase. It shall also describe the 

· Design Characteristics and Application of the Equipment

· Role, Responsibility and Competencies of the Bodies performing Life-cycle Tasks

· Safety-related Deliverables with Milestones

· Procedures of preparing Safety Case

· Procedure for Maintaining Safety Documents

There are four parties involved in the procurement and use of a Railway Interlocking System 

· User or Customer

· Manufacturer or Supplier

· Safety Manager 

· Independent Safety Auditor

The Evidence of Functional Safety shall record that all Functional Requirements are met and the Equipment fulfills SIL 4 Requirements. All Safety Principles followed in the development process must be described along with documented quantitative Analysis. Evidence of Technical Safety shall describe the Safeguards used for individual Safety properties. The V & V Reports are to be referred in this part.

In India, User is either the Indian Railways or Konkan Railway and Delhi Metro Railway. Their responsibility is simply to define and specify exactly what features are required. Research, Design and Standards Organisation (RDSO) draw specification and Acceptance Testing is also done by them. The Manufacturer or Supplier has the responsibility for designing, developing and producing an Equipment complying with what the Customer wants. There is a direct contractual relationship between the Customer and the Manufacturer / Supplier. 

The Safety Manager has responsibility for the Safety Management process on the project and ensure delivery of an acceptably safe product. This person would report to the Manufacturer and may or may not work for them directly. The Safety Manager needs to convince the Independent Safety Auditor that the product is safe. The Safety Manager shall produce a safety Management Report that shall include Hazard Analysis, Safety / Reliability Calculations and Details of safety Reviews.

The purpose of an Independent Safety Auditor is to review and assess that processes used in System Development comply with the best practice and inspect the safety evidence generated on a Project. ISA offers an independent view and assures that a Contractor considers and addresses Safety issues. This is carried out by a review of the Safety Analysis and supporting documents that leads to the development of the system Safety Case. ISA is always accountable to both the Customer and the Contractor and is generally employed by the Contractor. Throughout the life of a project the Safety Auditor should be involved in all the safety related meetings and reviews to assess all the revisions of the safety documentation.
The ISA provides a level of Independence and a different view as to what should be done on a safety program and brings an unbiased view at the problem. This provides a level of Assurance / Confidence. Early ISA involvement in the project through auditing can identify potential risk especially with complex systems. The ISA Audit focuses on the Safety aspects of a project and does not dwell on generic Quality Audit. This ensures that there are no compromises in the Safety Requirements of the final system. 

Finally the System must have a Safety Certification, issued by a Safety Authority.

Actions taken by Indian Railways

As has been mentioned earlier, RDSO is associated with all developmental Phases of Railway Interlocking Equipment.  But, a Signal Engineer associated with the Process must have competencies in – Safety–related System Architecture (preferably both Hardware and Software), Hazard Analysis, Safety Verification & Validation, Safety–related System Procurement and Maintenance Procedures and Functional Safety Management. Indian Railways Institute of Signal engineering & Telecommunication (IRISET), the Central Training Institute for S & T Department of Indian Railways impart training to Officers and Supervisors in Initial Stage, Refresher Courses, Special Equipment Courses and Promotional Courses. It is in the process of setting up a Software Validation Centre for Signalling Software. Some Faculty Members are trained as Certified Software Test Managers.

Third party Validation has been done for Universal Fail Safe Block Interfacing by Indian Institute of Technology / Delhi for Hardware and Jadavpur University / Kolkata for Software. Of late, RelQ in Bangalore has done Validation for Digital axle Counter for M/s CEL.

 Conclusion 

This paper has tried to show the importance of Safety Management throughout the Life-cycle of an Electronic based Railway Signalling Equipment and the various activities associated with it. Indian Railways should form a Task Force for Safety Assessment Authority, who would monitor the Development of Modern Railway Signalling Equipment throughout the Life-cycle.
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